
 
 

Workplace Electronic Monitoring Policy 
 

Copyright © ConnectsUs HRTM 1 / 6 Document #: EH-ALL-1105-R-1.0 – ONTARIO 

This is a generic template for reference only. Consult current legislation in your area to ensure compliance. Document Owner: HR 
This file includes embedded ConnectsUs identifiers. Prohibited use without a valid license. Learn more. Last Updated: <insert date> 

Workplace Electronic Monitoring 

Applies to: Everyone Last Updated: <Launch Date> 

 

READ IN CONJUNCTION WITH 

The following policies are closely related and are essential to understanding the context throughout this 
Policy: 

 Use of Technology Tools & Electronic Communication 

 Confidentiality Agreement 

 PIPEDA Privacy Compliance Policy 

 

Electronic monitoring of the Workplace is an essential business activity to ensure everyone’s security 
and safety, ensure adherence to Company policies and procedures, maintain a respectful work 
environment, and ensure that Company Materials are used safely and appropriately.  

Staff must not expect privacy when using Company Materials and systems. While any information 
collected by the Company will be used fairly and appropriately as per this Policy, all activities that take 
place in the Workplace or while using Company Materials including Technology Tools, should be 
considered monitored. 

The Ontario Working for Workers Act, 2022 requires the Company to introduce a written policy 
regarding its electronic monitoring practices. To that end the purpose of this Policy is to communicate 
how the Company may electronically monitor and collect information pertaining to Staff.  

The Company is committed to protecting Staff and Company Materials by using professional, respectful, 
and transparent methods of Workplace electronic monitoring, without intruding on your personal lives.   

VIDEO SURVEILLANCE 

Video surveillance refers to surveillance by means of a camera or other digital recording device that 
monitors and records visual images and activities (without the capture of audio) on Company premises.   

Where video surveillance equipment is used, the equipment will be made clearly visible and there will 
be notices indicating the presence of the equipment. 

Additionally, the Company’s electronic door locks collect and retain logs of Staff access or attempted 
access to areas where electronic door locks are installed.  Data collected from Staff access cards may 
include, and is not limited to:  

 The date and time of access PR
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 The unique identifier of the card being used to attempt access. 

Purpose  
 Security and safety of Staff and Company Premises 

 Prevention of illegal or inappropriate behaviour including harassment and violence 

 Prevention of theft, vandalism and property destruction 

 Restricting access to restricted areas 

 Complying with insurance requirements 

 Providing evidence for potential litigation. 

When Monitoring Occurs 
Video cameras are operational 24/7.  

Data Collection and Usage 
Video footage and door locks data can only be accessed and reviewed by Insert Title to monitor 
activities listed under ‘Purpose’.  Video footage cannot be reviewed without a legitimate reason.  

Should unlawful activity be discovered, the recordings captured by video surveillance equipment or door 
locks systems will be used to the fullest extent of the law—including the possibility of disclosure to 
authorized third parties.   

Video footage and door locks data are captured 24/7 and are stored by third parties in the cloud for 30 
days.  

TECHNOLOGY TOOLS & ELECTRONIC COMMUNICATIONS MONITORING 

(‘Technology Tools’ and ‘Electronic Communications’ are defined in the Formal Terms and Definitions 
section of this Manual.) 

Purpose  
 Ensuring Technology Tools are used, and Electronic Communication is conducted in accordance 

with Company policies 

 Staff security 

 Information security 

 Prevention and investigation into Misconduct including illegal, malicious or high-risk activities, 
and inappropriate behaviour including harassment and bullying 

 Monitoring network performance 

 Providing evidence for potential litigation. 

 

 

This template is included in the ConnectsUs HRTM Toolkits. 

 

 

 

Set up your HR Department  Create HR for Clients 

A complete HR Toolkit for small business to 
create and maintain your HR fundamentals.    

Create your HR materials 

• 260+ premium templates to create  
contracts, employee manuals, forms, 
spreadsheets and manager guides 

• Download your HR folders 

• Identify your HR priorities 

• 22 HR topics 

• Create HR intranet 

Support your HR Function 

• COVID-19 Portal 

• Legislation Portal 

• Remote Workforce Portal 

• Mental Health Portal 

• Diversity & Inclusion Portal 

• Weekly updates, email notifications 

• Help & support. With real humans! 

 HR Toolkit for Small Business, but made for HR 
consultants with the following differences:  

• Special licensing for use with clients 

• Additional module + additional download of 
pre-assembled folders and templates to 
create your own master HR toolkit to 
re-use for new clients 

• Pricing.   

 

This page is not available for preview.  

Sign up for the HR Toolkit and download this template now!  Link in footer. 
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Electronic Communication Monitoring  
The Company reserves the right to access and review Staff Electronic Communication, including 
Company email and chat logs.   

All Electronic Communications sent through Company Technology Tools and user accounts are subject 
to monitoring. This may include personal email accounts when those accounts are accessed through 
Company Technology Tools. As indicated in the Use of Technology Tools and Electronic 
Communications policy, personal activities must not be conducted using Company Technology Tools 
and Staff are asked to use their personal mobile devices to transmit personal communication of any 
kind.   

Staff Electronic Communication can only be accessed and reviewed by Insert Title for the sole purpose 
of evaluating or investigating situations listed under “Purpose”. 

Technology Tools Monitoring  
The Company reserves the right to monitor Company Technology Tools and collect activity data related 
to usage of Company Technology Tools which include file downloads, data input, web browsing history, 
network usage, logins to Company systems, applications and software, data interactions, and reports 
generation.  

Data collected by Technology Tools monitoring can only be accessed and reviewed by Insert Title for the 
sole purpose of evaluating or investigating situations listed under “Purpose”. Additionally, data may also 
be shared with your Manager or HR for the following purposes:   

 Maintaining and monitoring Staff productivity and efficiencies by ensuring focus on work-
related matters 

 Evaluating Staff performance.  

How and When Monitoring Occurs 

The Company uses the following software partners to monitor the use of Company Technology Tools:  

<Name of Software> 

WHAT IT DOES 

<insert description> 

STAFF SUBJECT TO MONITORING  

<insert type of Staff affected> are subject to monitoring by <Name of Software>.  

DATA COLLECTION  

Data is collected 24/7 and stored xxx on <Name of Software> cloud servers for 30 days.  PR
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<Name of Software> 

WHAT IT DOES 

<insert description> 

STAFF SUBJECT TO MONITORING  

<insert type of Staff affected> are subject to monitoring by <Name of Software>.  

DATA COLLECTION  

Data is collected 24/7 and stored xxx on <Name of Software> cloud servers for 30 days.  

GPS TRACKING 

GPS tracking refers to electronic monitoring of the location of Staff who are off Company premises while 
at work.  

Purpose 
 Dispatching and routing of Staff 

 Increasing on-the-job safety 

 Ensuring Company vehicles are used in accordance with Company policy 

 Improving quality of service 

 Tracking mileage 

 Locating stolen vehicles 

When Monitoring Occurs 
GPS tracking occurs as soon as a Company vehicle has been signed out by a Staff Member and ends 
when the vehicle is signed back in.   

Data Collection and Usage 
GPS tracking data is used to monitor activities listed under ‘Purpose’.  

Dispatchers and your Manager can access and review GPS tracking data in real time for dispatching and 
routing Staff, monitoring safety infractions such as exceeding the speed limit, and ensuring Company 
Vehicles are used in accordance with other Company policies.  

The Operations Manager can access and review aggregate GPS tracking data to report on mileage and 
operational and customer efficiencies.   

GPS tracking data is collected and stored by a third party in the cloud for 30 days.   

 

 

This template is included in the ConnectsUs HRTM Toolkits. 
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TIME AND ATTENDANCE TRACKING  

Refers to electronic record keeping of hours worked by Staff.  

Purpose  
 Scheduling 

 Increasing efficiencies and decreasing errors related to manual data entry 

 Payroll including compliance and calculating overtime 

 Scheduled and unscheduled absence tracking 

 Attendance tracking 

 Project time allocation 

When Monitoring Occurs 
Time and attendance tracking occurs as soon as Staff <insert trigger such as when Staff enter the 
building or when they log onto the Company network> and ends when <insert trigger such as when Staff 
exit the building or when they log off or are idle for xx minutes from the Company network>.   

Data Collection and Usage 
Time and attendance tracking data is used:  

 By Payroll for processing payroll and allocating absence categorization, for example to reduce 
your vacation or overtime bank 

 By Human Resource for aggregated reporting on attendance and unscheduled absences  

 By your Manager for scheduling purposes, managing project-related costs, and managing 
attendance and unscheduled absences trends.   

Time and attendance tracking data is collected and stored by a third party in the cloud for 90 days. 

PROHIBITED FORMS OF SURVEILLANCE 

To provide Staff with a reasonable degree of privacy in the Workplace, the following forms of 
surveillance are strictly prohibited:   

 Keylogging (recording individual keystrokes) 

 Video surveillance in areas where Staff have a reasonable expectation of privacy, such as 
bathrooms, changing rooms, and other private areas  

 Covert surveillance, such as monitoring individual computer activity without due notice 

 Covert recording or streaming of webcam feeds.  PR
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Should serious and urgent circumstances require that any of the aforementioned prohibited forms of 
surveillance be conducted, the surveillance will be done in accordance with PIPEDA privacy 
requirements.  

PRIVACY AND PIPEDA 

 Log in accounts, Company Materials, Electronic Communication tools, or other equipment 
belonging to the Company and supplied for the purposes of your work, are not to be considered 
private as there may also be times when another Staff Member is required, for business 
purposes, to access these materials in your absence.  

 Personal data will be used in accordance with PIPEDA legislation, including:   

• Measures are in place to ensure that Workplace monitoring data, personal information, and 
other forms of sensitive data are adequately protected.  

• Any personal information that is collected through Workplace monitoring shall only be used 
for the purpose for which it was collected. 

• The Company will only use personal data for a new purpose if the new purpose is either 
compatible with the original purpose, you provide informed consent, or the Company has a 
clear obligation or function set out in law. 

• Personal data is made available to a limited number of authorized Company 
representatives. All persons with access to personal data are required to comply with the 
confidentiality and security requirements dictated by our Confidentiality Agreement policy 
and PIPEDA.  

• Third parties electronic monitoring providers who are provided with access to workplace 
monitoring data are subject to equivalent confidentiality and security requirements to 
ensure that employee data is not misused or disclosed without authorization. 

• Workplace monitoring data is only disclosed to external parties as is required by law or as 
needed to troubleshoot the Workplace monitoring systems.  

RESOURCES 

It’s the Company’s intention that this Policy is compliant with Ontario law.    

https://www.ola.org/en/legislative-business/bills/parliament-42/session-2/bill-88  
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